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Securing the Stack:
Futureproofing U.S. AI Infrastructure Defense

Artificial intelligence systems that execute tasks without human oversight or produce the primary basis for  
federal decision-making are being rapidly embedded across U.S. government, defense, and infrastructure systems. 
Continuity of compute is now a national security priority, as interruptions within the data centers that run these 
sophisticated algorithms can put vital national functions at risk. Addressing the growing disparity between the 
strategic importance of AI and the security and resilience of its underlying infrastructure is vital to prevent data 
center disruptions from triggering cascading failures across other critical systems.

Power disruptions, kinetic threats, and cyberattacks pose the most acute threats to AI data centers and the national 
functions they support. An additional investment over current projections of at least $500 billion in AI compute 
generation1 and $2 billion in cyber and physical defenses2 by 2030 is necessary to close existing gaps. For these 
investments to succeed, however, Washington needs to expedite power permitting reform, establish federal physical 
and cybersecurity baselines for data centers, and create a cross-sector coordination authority to address water, power, 
and data infrastructure dependencies.

The Problem The Solution

Grid instability and kinetic, physical, and cyber 
attacks on AI data centers can cause cascading 
disruptions across other connected critical 
infrastructure systems.

Data center redundancy and compute availability 
are necessary to maintain continuity of compute in 
the case of disruption, but demand for AI compute 
currently outpaces available supply.

A disjointed and overlapping web of regulations 
slows infrastructure expansion and drives market 
concentration, creating single points of failure at 
the national scale.

Designate AI data centers as the 17th critical 
infrastructure sector under CISA, establish federal 
cybersecurity and physical security baselines, and 
increase funding and personnel at CISA.

Additional data centers are needed to increase 
redundancy and compute availability, which 
requires acceleration of energy generation and 
permitting reform.

Establish a cross-sector interagency coordination 
mechanism to address dependencies, improve 
federal coordination, and streamline threat-
assessment and emergency response management.
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On the first day of his second term, President Donald J. Trump announced an ambitious national strategy to strengthen American 
global leadership by accelerating the adoption of artificial intelligence and multiplying the processing power, or “compute,” 
available to support it. Released in July 2025, Winning the Race: America’s AI Action Plan pursued these goals through two notable 
federal actions: first, it declared data center construction a national security imperative, and second, it directed federal agencies 
and critical infrastructure (CI) providers to integrate artificial intelligence (AI) into their day-to-day operations.

As we approach the one-year anniversary of the AI Action Plan, it is vital to  
acknowledge the enormous progress made in increasing compute supply 
and demand in the United States. On the supply side, more than $500  
billion has flowed into new AI data centers in one of the largest  
coordinated capital investment cycles in history. On the demand side,  
upwards of 90% of federal workers are using or planning to use AI,3  
joining the 60% of U.S. CI operators who have already adopted the  
technology.4 These accomplishments have protected U.S. infrastructure 
from cyberattacks, made public and private workflows more efficient,  
and saved taxpayers billions of dollars5 while cementing America’s  
reputation as a global leader in AI adoption.

As artificial intelligence technologies improve in both capability and reliability, they are rapidly becoming embedded across 
America’s most sensitive national functions. More than 440 documented AI adoptions in the public sector are “high-impact,”6 
meaning their outputs serve as the primary basis for decisions with significant effects on U.S. citizens or national security.7 Over 
half of agencies are adopting agentic AI systems,8 which make decisions and take actions independent of human operators. In 
addition to autonomously handling government functions like managing logistics, identifying cyber intrusions, and assisting law 
enforcement, AI agents are managing complex tasks in nearly every critical infrastructure sector, including emergency response 
management,9 transportation,10 telecommunications, banking, and healthcare.

As agentic and high-impact AI systems are increasingly interconnected with and responsible for managing critical and complex 
workflows, disruptions of these systems can jeopardize the continuity of vital national functions. As a result, the data centers 
that run these systems are valuable strategic assets — and increasingly lucrative targets for espionage, cyberattacks, sabotage, 
and kinetic warfare. “Continuity of compute,” or ensuring AI data centers remain operational in the case of disruption from either 
intentional threats or unintentional failures, is now of critical national importance. 

Despite this, the data center industry lacks a CI designation under the National Security Memorandum on Critical Infrastructure 
Security and Resilience (NSM-22), the governing framework that triggers federal coordination, security standards, and resilience 
requirements for the nation’s most vital systems. As a result, no federal agency is responsible for analyzing novel risks, coordinating 
with industry, and leading a national response when data center infrastructure is targeted. While many safety-critical AI systems 
are held to heightened security standards under a web of state and sector-specific regulations, a streamlined federal framework is 
urgently needed to reduce barriers to infrastructure expansion and update data center security for the AI era. This report identifies 
the most acute vulnerabilities that Congress must address either within such a framework or separately in the near term.

Introduction

A National Guard systems operator works through a critical 
infrastructure cyber scenario. Department of War photo. 
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As federal agencies and infrastructure operators begin to rely on artificial intelligence tools for day-to-day decision-making, 
cybersecurity, and emergency management, the data centers that host them have become increasingly valuable targets for 
physical attacks. A physical attack is when an individual or group leverages physical access to people, property, and equipment to 
cause theft, espionage, or localized damage. Up from just 40% in 2024, 61% of surveyed professionals now cite physical security 
as a leading threat to U.S. data centers – above ransomware and other cyber threats.11

Physical Threats to U.S. AI Infrastructure

Insider Threats

Insiders can abuse their authorized access to a CI system to conduct harms such as espionage, sabotage, or cyberattack 
prepositioning. A malicious actor with physical access to an AI data center may damage network equipment, steal intellectual 
property, sabotage software or hardware, or permanently 
destroy AI servers.12 Saboteurs can also halt data center 
operations by gaining access to upstream water and energy 
infrastructure. Attacks on these systems can cause AI system 
failures that can interrupt operations across connected 
infrastructure, including downstream data centers running 
additional infrastructure systems. Such a cascade of failures 
would pose a substantive risk to U.S. national security.

As data centers aren’t federally classified as a standalone CI 
sector, there is no federal requirement mandating security 
clearance or background checks for personnel with access to 
AI data centers.13 Federal AI systems hosted on the commercial 
cloud must follow FedRAMP physical security requirements 
designed to deter inside threats. However, between 70-77% 
of CI operators are privately owned and therefore not subject 
to FedRAMP.14 These operators are governed by a complex 
patchwork of sector-specific regulations, voluntary guidelines, 
and state laws, few of which establish physical security 
baselines for connected data center infrastructure.15 

U.S. Infrastructure Points of Attack

Physical components can also grant U.S. competitors or adversaries access to sensitive data, software, or hardware within data 
centers. Power distribution units, cooling controllers, building management systems, and fire suppression controls are sourced 
from a small set of vendors with opaque supply chains. American tech companies regularly source high-value manufactured 
components from China, including printed circuit boards (Victory Giant Tech), optical transceivers (Innolight), and more recently, 
liquid cooling technology (Lingyi iTech and Feilong Auto Components).16 In addition to the threat posed by covertly implanted 
surveillance or disruptive technology within these components, overreliance on sophisticated hardware from adversarial suppliers 
pose significant threats to the internal integrity of American AI data centers and their interconnected infrastructure systems.

Supply Chain Threats
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While industry surveys indicate that insider breaches are five times more frequent than those from external actors,17 physical 
intrusions from state and non-state actors can impose highly destructive costs to AI data centers and the infrastructure they 
support. Protesters and anti-AI groups have launched homemade explosives at external-facing data center components like 
power generators and energy support systems, with intelligence agencies warning of the potential for escalating future attacks.18 

While physical attacks on domestic data centers are more likely to be conducted by U.S. persons than state-sponsored actors, 
espionage and sabotage are common state-sponsored activities. Security firms have exposed a range of actors who have gained 
unauthorized physical access to data centers, with the likeliest and most capable perpetrators being rival countries.19 However, 
a lack of mandatory reporting requirements means that these intrusions are rarely reported to related agencies or the public, 
making it difficult to understand the scale and potential impact of these activities.

Environmental hazards also pose a physical risk to U.S. data centers. Of the 97 data center markets tracked by analytics firm First 
Street, 79% are exposed to acute climate exposure risk from flooding, extreme wind, wildfire, and other hazards.20 Extreme 
weather events can damage AI data centers and their surrounding infrastructure, taking systems offline either temporarily or 
permanently. In the long run, gradually worsening climate trends are predicted to impact data center operations by imposing 
higher housing and insurance costs, tighter regional capacity, and weaker uptime during extreme weather.21

State and Non-State Actor Threats

Environmental Threats
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Hurricane Helene destroys a railroad bridge in North Carolina. U.S. Department of Commerce photo.
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State-Sponsored Pre-Positioning Against Critical Infrastructure

Cyber Threats to American AI Infrastructure
Cyberattacks pose significant danger to the security and resilience of AI data centers. While these attacks have historically been 
enacted for espionage or surveillance purposes, cyber intrusions with the capability for destruction are of increasing concern. In 
2024, hackers associated with the Security Service of Ukraine claimed to have virtually destroyed a data center used by Russian 
military, energy, and telecommunications operators.22 These trends are expected to worsen as artificial intelligence proliferates 
and becomes vital to the operations of the federal government.23 

State-affiliated cyber operations have shifted from intelligence collection to “capability pre-positioning,” or the establishment of 
persistent access to critical networks through an initial cyber intrusion. Remotely activated “cyber bombs” planted within water, 
energy, and telecommunications systems can each provide pathways for adversaries to disrupt data center operations.

Advanced Persistent Threat (APT) groups linked to the Chinese government have increasingly targeted U.S. CI for capability 
pre-positioning. Volt Typhoon is disruption-focused and targets OT systems in energy, water, transportation, communications, 
and government installations. In February 2024, the U.S. Cybersecurity and Infrastructure Security Agency (CISA) reported with 
high confidence that China had maintained persistent access to U.S. communications, energy, transportation, and water sector 
networks for at least five years, with the explicit aim of disrupting critical functions in the event of a conflict over Taiwan.24 The FBI 
identified approximately 200 U.S. CI entities compromised in the campaign, including the New York Metropolitan Transportation 
Authority, thirteen gas pipeline operators, major telecommunications service providers, Houston’s port, and other critical public 
infrastructure.25 Exemplifying the breadth and duration of the group’s operational successes, Volt Typhoon operated for ten 
months inside the Littleton Electric Light and Water Department in Massachusetts, a small-town municipal utility that controls 
both electric distribution and the treatment of drinking water.26 

Water Infrastructure Dependencies

A medium-sized data center cooling system consumes approximately 110 million gallons of water annually, with larger facilities 
drawing up to 5 million gallons per day.27 The Houston Advanced Research Center projects data center water use will reach 49 
billion gallons in Texas alone in 2025 and up to 399 billion gallons by 2030, equivalent to 6.6 percent of total state water use.28 
Cooling system failure can produce cascading shutdowns, equipment damage, and even hardware destruction.29 

In November 2023, Iran’s Islamic Revolutionary Guard Corps, operating as CyberAv3ngers, exploited Unitronics Vision Series 
programmable logic controllers at the Municipal Water Authority of Aliquippa, Pennsylvania, defaced the operator interface, 
and forced the system into manual operation.30 Controller families of the type exploited at Aliquippa are widely deployed across 
water and wastewater environments, including the kinds of municipal systems on which major data center corridors depend. 
Iran-linked targeting of programmable logic controllers continued until April 2026, when the North American Electric Reliability 
Corporation (NERC) confirmed it was monitoring the bulk power system for renewed Iran-linked PLC threats.31

Most water systems serving major data center clusters are municipal utilities or rural cooperatives operating with minimal IT 
staff, outdated supervisory control and data acquisition (SCADA) systems, and single-vendor cloud platforms.32 Despite these 
risks, little research exists on the security vulnerabilities of the water systems that AI data centers depend upon.33 While CISA 
assigns sector-specific protocols to water and information technology, no federal entity bridges the intersection between them. 
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Industrial Control Systems

Energy Infrastructure Dependencies

In addition to consistent access to water and power, AI data centers depend on industrial control systems that can be targeted 
by U.S. rivals and adversaries. These include cooling systems, fire-suppression mechanisms, access control systems, water pump 
stations, power distribution units, and power supply systems. CISA red team assessments have repeatedly identified exploitable 
weaknesses in OT environments; despite this, industrial SCADA software suites with known vulnerabilities remain widely 
deployed.34 NERC’s January 2026 CIP Standards Roadmap rated the insider threat to the bulk power system at a likelihood of 3.75 
and an impact score of 4.67, the highest in its assessment.35 AI data centers operating in the same regions carry no equivalent 
rating because they lack federal CI standards.

AI data centers function as both supply chain risks and instruments for attack against the energy grids that power them. 
Coordinated cyber actors can leverage workload scheduling and switching to induce sudden power surges or drops of more than 
100 megawatts at a single facility, with the potential to trigger cascading failures across connected distribution networks.36 In 
September 2025, NERC documented inadequate modeling and operating protocols for integrating large data centers into the 
bulk power system. Months later, data centers began unexpectedly disconnecting from the Eastern and Texas Interconnections, 
leading to changes to modeling, monitoring, and commissioning practices for large data center loads.37 Additional research 
is needed to ensure that data centers can continue critical government computing processes in the event of an attack or 
disruption. 

In 2011, U.S. agencies began moving federal information systems from outdated localized servers to commercial cloud networks 
under standardized security baselines governed by FedRAMP.38 In 2023, the Federal Data Center Enhancement Act expanded 
mandatory cybersecurity and operational requirements to enhance the baseline physical security and resiliency of federal 
agency data centers.39 Section 1543 of the FY2026 National Defense Authorization Act requires the Department of Defense to 
conduct a study by December 2026 on how to deter adversaries from conducting cyberattacks on U.S. defense data systems and 
the infrastructure that supports them.40

Despite these efforts, a distinct gap in regulatory authority over AI datacenters exists within NSM-22, issued April 30, 2024, which 
designates 16 CI sectors and assigns each a Sector Risk Management Agency (SRMA) with authority to set minimum security 
requirements.41 Because AI datacenters do not have their own CI designation, they fall under various CI sectors and face differing 
SRMAs, preventing a coherent and harmonized regulatory ecosystem. The Cybersecurity Information Sharing Act of 2015, which 
provided liability protections that empowered private operators to share cyber threat indicators with the federal government, 
lapsed in September 2025, compounding the issue of consistent reporting. Although it was temporarily extended through 
September 30, 2026, this act will soon lapse again.42 Furthermore, existing inspection and compliance regimes regarding data 
centers focus on site-specific security and resilience, but critical upstream operational technology (OT) systems are under the 
jurisdiction of separate regulatory bodies. This lack of regulatory harmonization creates security gaps which can be exploited by 
adversaries.

Federal Cybersecurity Regulations and Policy Gaps
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Kinetic Threats to American AI Infrastructure
The AI Action Plan aims to promote global adoption of cutting-edge technologies by exporting American AI software and hardware 
through bilateral engagements with partner countries.43 While most foreign imports of U.S. technologies and infrastructure occur 
in secure territories, the increased kinetic targeting of data centers in conflict zones raises important questions about the rising 
geostrategic importance of what was once considered purely civilian infrastructure.

Attacks on U.S. Data Centers Abroad

On March 1, 2026, Iran’s Islamic Revolutionary Guard 
Corps struck three AWS facilities in the United Arab 
Emirates and Bahrain using drones, in the first 
publicly confirmed military attack on AI-capable 
data centers.44 Iranian state media was explicit 
about the rationale: the data centers were targeted 
to investigate whether the U.S. hosted military and 
intelligence activities on these data centers.45 

This is the threat environment in which American-
built data centers abroad now operate. The United 
States has active or planned Stargate deployments 
in Norway, Japan, and additional partner nations 
under the “OpenAI for Countries” initiative.46 Each of 
these regions present distinct operational risks to AI 
infrastructure, spanning from territorial disputes in 
the Indo-Pacific to the proximity of Russian pressure 
in Northern Europe. 

Implications for AI Diplomacy and Alliance Credibility

If American-linked AI infrastructure increasingly becomes a target during conflicts, states may turn to Chinese firms instead of 
American companies due to the associated geopolitical risks. Through Beijing’s Digital Silk Road project, countries throughout 
the Middle East are already deploying digital infrastructure projects owned and operated by Huawei, ZTE, and Alibaba.47 

Improved security and resilience could be a selling point for U.S. infrastructure abroad. The AI Action Plan calls for high-security 
data center standards for military and intelligence use; however, those standards have yet to be produced.48 At the same 
time, no legal framework currently defines the U.S. government’s security obligations toward privately owned, U.S.-linked AI 
infrastructure operating abroad, nor does any framework establish liability if those systems are disrupted during crisis or conflict. 
This ambiguity raises broader strategic questions regarding the extent of U.S. commitments to AI infrastructure developed in 
coordination with partner nations and the long-term reliability of American-linked digital ecosystems operating in contested 
geopolitical environments.

Aftermath of an Israeli bombing on IRGC facilities in Tehran on June 15, 2025.  
Photo by Avash Media under creative commons 4.0.
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Limited power supply is currently the most significant constraint to data center construction, slowing down the development of 
“hyperscale” and “edge” facilities that serve as the “brain” and “nerves” of artificial intelligence. An estimated 60% of planned data 
center capacity for 2027 is at a standstill as of May 2026,49 slowing U.S. data center expansion and potentially threatening grid 
resilience and reliability. 

Powering a Resilient and Redundant System

The Security Imperative for AI Data Center Expansion

A sufficient cushion of available compute is required to avoid the most catastrophic effects caused by data center interruptions. 
A fully “fault-tolerant” data center architecture requires 2N or 2N+1 redundancy; this means the entire system is duplicated, 
including power, cooling, and AI hardware.50 For the most extreme threats, zonal redundant systems and geographic redundant 
systems are central to building a resilient network of data centers on stand-by.51 Within this ecosystem, high-impact data and 
operations systems are dispersed across different data centers within the same region or hundreds of miles away to survive 
external and internal regional events. To reach full reliability, more data centers are needed as well as additional electricity for 
power and cooling at each location.

Without intervention, the imbalance between electrical supply and demand can cause a “domino effect” with negative 
consequences for the entire electrical grid. Brookings estimates that seven of thirteen major U.S. grid regions are projected to 
operate below their critical safety margins by 2030, significantly increasing the risk of blackouts.52 Potential consequences include 
more frequent power outages, the implementation of rolling blackouts to manage load, and extreme price volatility during peak 
periods. Given the increasing interconnectedness of American public and private infrastructure, the potential effects compound 
as multiple systems experience electricity shortages or damage from an isolated malicious act. 
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Federal Responses and Challenges

State Level Regulatory Approaches and Constraints

Despite the need for federal intervention, key 
parts of the data center power bottleneck remain 
outside federal control. Distribution networks 
remain under state jurisdiction, regulated 
by public utility commissions that control 
project rate-setting, approvals, and timelines. 
Federal laws cannot override state commission 
proceedings, impose binding timelines on state-
level decisions, or substitute for local land use 
and zoning approvals.53 Congress has also not yet 
produced a comprehensive framework for cost 
allocation, cross-jurisdictional coordination, or 
standardized timelines across the federal, state, 
and local approval process. As a result, energy-

For federal agency use-cases, FedRAMP requires high impact Software-as-a-Service, Platform-as-a-Service, and Infrastructure-as-
a-Service providers to maintain adequate data center redundancy based on specific recovery goals and a tailored risk assessment.59 
Even though overall data center availability remains at 1 percent and will likely continue to be in coming years, this ensure that 
critical federal systems will maintain the redundancies necessary to maintain resilience in the case of disruption.60 However, these 
federal regulations are not extended to commercial AI data centers, putting private and state-managed U.S. CI operations at risk.

The Federal Energy Regulatory Commission (FERC) governs access to the interstate transmission system. While FERC’s Order 
2023 moved to batched, cluster-based processing61 and Order 1920 pushes transmission providers toward longer-term regional 
planning to anticipate large load growth,62 these reforms require local grid operators to align compliance processes, accelerate 
regulatory approval, and work through existing backlogs according to new standards. As a result, they are unlikely to shorten 
queue timelines over the next 1–3 years.63

oriented data center legislation primarily exists on the state level and varies from state to state.54

Texas is the only major data center cluster where aggregate energy supply is forecasted to be sufficient to meet demand 
through 2030.55 This is due to the Electric Reliability Council of Texas’s (ERCOT) deregulated structure, which operates without 
a federal interconnection queue and provides clear cost allocation rules for grid upgrades. The second-largest data center 
capital investment cluster spans both Pennsylvania and Virginia, representing approximately $125 billion in new AI data center 
investment.56 Pennsylvania and Virginia are serviced by PJM Interconnection, which in December 2025 failed for the first time to 
secure enough committed power supply for 2027 and 2028. The shortfall was about 6.6 GW below the reserve capacity needed 
to maintain reliability, with data centers accounting for about 97% of projected demand growth.57 In Virginia, Dominion Energy 
currently supplies approximately 4 GW of data center load but has committed to roughly 51 GW of future demand.58 The pipeline 
of new energy supply is limited, with approximately 9 GW of projects expected to reach commercial operation by 2030. Energy 
infrastructure projects remain constrained by PJM’s interconnection queue, even as the reformed cycle-based process now targets 
a one- to two-year review timeline. Improving interconnection efficiency is therefore critical to grid stability in the PJM region. 



Establish a cross-sector interagency coordination authority to address water, grid, and data center dependencies. Network 
segmentation and defense-in-depth approaches prevent penetrations of a cloud environment from spreadingFederal CI 
regulations treat water, energy, communications, and information technology as separate sectors with little interagency 
communication. Establish, by interagency agreement under CISA leadership, a permanent coordination mechanism among the 
SRMAs for water (Environmental Protection Agency), energy (Department of Energy), communications (DHS/CISA), and the new 
AI data center sector (DHS/CISA), with mandatory dependency mapping, joint red-team exercises modeled on CISA’s November 
2024 CI assessment. FERC’s RM26-4-000 large-load interconnection proceeding addresses cost allocation and reliability for large-
load interconnection, but a cross-sector mechanism is necessary to close the cybersecurity oversight gap.
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Policy Recommendations 
As U.S. federal agencies and infrastructure operators increasingly trust AI systems to manage vital workflows, securing their 
underlying infrastructure is vital to sustaining critical national functions in a crisis. Urgent federal action is needed for policymakers 
and infrastructure operators to catch up to the AI era and protect U.S. critical infrastructure from disruption.

To Ensure America’s Critical Infrastructure is Defended Against AI-Powered Threats: 

Designate AI Data Centers as the Seventeenth Critical Infrastructure Sector under CISA. NSM-22 tasks CISA with protecting 16 
listed CI sectors from cyber threats, climate disasters, and kinetic attacks from foreign adversaries. The framework establishes 
sector-specific risk management, cross-sector coordination, and a statutory pathway for incident reporting under the Cyber 
Incident Reporting for Critical Infrastructure Act (CIRCIA). Without CI designation, CIRCIA minimum reporting standards cannot 
be uniquely applied to the data center industry, and no agency carries lead-coordinator responsibility when novel physical or 
cyberattacks occur.64  

To treat AI data centers as critical infrastructure, President Trump should amend NSM-22 to add AI data centers as the seventeenth 
CI sector or replace the memorandum with a new version. Alternatively, Congress could pass H.R. 5927, the Securing Reliable 
Power for Advanced Technologies Act, which would extend Defense Production Act authority to designated AI infrastructure 
projects. H.R. 5927 uses a different threshold for covered critical AI infrastructure; this report recommends the EO 14318 threshold 
for sector designation to focus federal oversight on the largest and most strategic facilities.65

Cover AI data centers under CIRCIA and reauthorize CISA 2015. The data center industry lacks critical threat mitigation standards, 
preventing a coordinated federal response. CISA, in coordination with NIST, should publish minimum cybersecurity standards for 
AI data centers calibrated to workload sensitivity, facility scale, and the criticality of shared grid and water dependencies. The 
Department of Homeland Security (DHS) should apply forthcoming CIRCIA facility-level reporting requirements to designated 
facilities, and Congress should establish a permanent policy to function in place of Cybersecurity and Information Sharing Act of 
2015’s temporary renewal which expires on September 31st, 2026.
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