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In Brief:

China’s aggressive pursuit of artificial intelligence harkens a future where bytes and algorithms challenge
traditional battlefield superiority. Through overt and covert centralization of foreign technology and

icy

expertise, dual-use artificial intelligence tools flow uninterrupted from America’s commercial sector into
China’s state security, intelligence, and defense agencies. If the U.S. government doesn’t set guardrails
now, American firms pursuing lucrative Chinese markets may vanguard the Chinese Communist Party’s
transition to fifth-generation warfare. This report explores China's technocratic vision, its militarization
of civilian and commercial infrastructure, and how U.S. firms are advancing its national security goals.
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Introduction

Against the impending global disruption of artificial intelligence, some members of Congress claim they are ill-
equipped to prevent new and destabilizing technologies from jeopardizing national security. “When you look at the
record of Congress in dealing with innovation, technology, and rapid change,” stated Sen. Dick Durbin in May, “We’re
not designed for that.”' “We're still in the early days of understanding how Al systems wotk and how to effectively
govern them,” stated Rep. Zoe Lofgten in a House hearing.” One month later, Sen. Ted Cruz told Po/itico, “To be
honest, Congress doesn’t know what the hell it’s doing in this area.”

Innovations in critical sectors will continue to outpace
comprehension of their long-term  implications. While
policymakers debate whether it’s possible to stay abreast of new
developments, artificial intelligence is impacting warfare outcomes
in Ukraine, Syria, and Yemen. American individuals and firms are
having their intellectual property adapted for use in political
oppression, mass surveillance, and information warfare. Revisionist
states are exploiting the inaction of U.S. policymakers to violate
global laws and norms, infiltrate American firms and networks, and

develop advanced weaponry targeted at the United States and its
allies. Ignorance of the science behind emerging technologies is no U.S. Airmen on patrol with a Boston Dynamics Spot robot.*
longer an excuse to delay mitigation of these risks.

As discourse on Al gains nuance, one threat is apparent. Chinese Communist Party (CCP) is several years into its
whole-of-government plan to militarize American technology and expertise to achieve its strategic aims. Artificial
intelligence siphoned from China’s international and commercial partnerships is being leveraged to oppress ethnic
minorities, control foreign critical infrastructure, and conduct pervasive espionage against American individuals and
firms. While some companies are scaling back their investments, prominent United States firms at the cutting edge of
global artificial intelligence have increased their commercial and academic partnerships in Beijing, contributing to
universities and firms with a federal obligation to support the CCP's military development and strategic goals.

Critical technology innovations will continue to outpace comprehension of their implications. Wittingly or
unwittingly, U.S.-China partnerships in strategic sectors compromise U.S. national security and will only escalate
without immediate intervention by U.S. legislators. It is possible and necessary for the Department of Defense and
Congress to oversee research and development, introduce ethical and responsible legislation, and enforce auditing
and oversight mechanisms of artificial intelligence technologies with explicit military capabilities. If roadblocks are
not applied now, American Al innovators may be the vanguards leading the Chinese Communist Party’s transition to
tifth-generation warfare.

A Note on Defining Al: In this paper, the term artificial intelligence (Al) denotes deep learning systems
that rapidly and autonomously identify patterns across large sets of data.* As trend detection and data
analysis are universal tasks across disciplines, machine learning algorithms serve as force multipliers of
cognitive processing.” One application of deep learning is generative Al, which is trained to produce
sophisticated text, audio, and visual outputs based on human inputs.
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China’s Informatized Warfare Objectives

Global leadership in critical technologies has been a focal point of China’s national security strategy since General
Secretary Xi Jinping took office in 2013. Through a combination of technonationalism and developmentalism, Xi’s
Innovation-Driven Development Plan catalyzed a transition “from mechanization to informatization” of China’s state
security apparatus.® The first phase of Xi’s “informatized” warfare incorporates information and communications-
based technologies (ICT) into conventional weapons and tactics. The second is a paradigm shift to fifth-generation
warfare tactics such as cyber attacks, espionage, psychological warfare, and autonomous weapons.’

The Chinese Communist Party aims to lead the world in new
artificial intelligence developments by 2030.° Through strategic
investments in artificial intelligence, the CCP aims to attain
“intelligence supremacy’: complete command and control over the
global information space. This one-way innovation flow will enable
China to “leapfrog” the technological advancement of the United
States, establish control over foreign claimed territories, and secure
global leadership in innovation and cognition. According to PLA

spokespersons, “Once intelligence supremacy is lost, supremacy of

i : : 299
U.S. Sailors using angmented reality Al for navigation. other spaces is meaningless.

Meeting this goal requires massive state investment in critical technology acquisition and new policies centered on
artificial intelligence. These activities are centralized within three state initiatives:

1. Indigenous innovation: the transition from reliance on foreign technology to state-subsidized research and
development (R&D).

2. Military intelligentization: the integration of Al and other information technologies into conventional
weapons, strategy and tactics.

3. Civil-military fusion: the transfer of technologies from international markets and commercial entities into
China’s state security apparatus.

Key Advancements and Advantages

China’s potential realization of fifth-generation warfare is amplified by its ambitious, whole-of-state investment in
artificial intelligence. The following sections evaluate how Beijing’s proportional spending on research and
development, early release of regulations and roadmaps, centralization of foreign and civilian innovations, and
sanction of illicit and grey-zone tactics give it an advantage in the global race for AL

State Spending

The CCP is granted absolute authority and autonomy over the nation’s economic priorities, enabling high state
spending in niche areas. As a result, China’s proportional defense spending on artificial intelligence greatly exceeds
that of the United States. Research by the Center for Security and Emerging Technology suggests that the PLA spent
between $1.6 and $2.7 billion, or about 1.2% of their annual defense budget, on artificial intelligence in 2020." That
same year, the U.S. Department of Defense (DoD) spent between $800 million and $1.3 billion on Al, one-tenth of
China's proportional defense spending."" Looking ahead, the DoD’s FY24 budget request for Al initiatives is
approximately $1.8 billion."”” China's Al industry—which its military and intelligence agencies are able to siphon from
without the consent of foreign firms and benefactors—is projected to reach $14.75 billion."
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Early Regulations

China’s early release of regulatory policies provides a “first-mover” advantage in setting global AI norms. From 2012
to 2017, Xi Jinping raised the proportion of emerging industry technocrats in provincial positions from less than 20%
to 62%." As a result, China’s New Generation Artificial Intelligence Development Plan met or exceeded the
sophistication and precision of the Obama Administration’s Artificial Intelligence Research and Development
Strategic Plan.” Years before the European Union's Al Act and NIST's AI Risk Management Framework, the
Cyberspace Administration of China (CAC) established regulations on Al externalities affecting deep synthesis and
generative AL'® These policies will inevitably influence global norms, beginning with the 120 countties for whom
China is their primary trading partner.”

Foreign Investment

Despite its research activities being significantly less transparent than global standards, Chinese companies secure
around 60% of the world’s funding in an Al research and development market that exceeds $281 billion."® China’s
lead in 37 of 44 technologies considered “critical” and “emerging” allows it to create strangleholds within global
defense, space, and communications supply chains."” Amplified by the CCP's cooperative agreements throughout the
Indo-Pacific region and its position as a major provider of ICT infrastructure in Latin America and Africa, global
dependence on China’s information and communications exports is rapidly expanding.*
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Figure 1. China’s data localization policies affect global innovation flows.

Data Localization

Despite benefiting from global information sharing networks cultivated by the U.S. and its allies, China’s national
security ecosystem localizes and militarizes new innovations (fig. 1). While more than 20% of Chinese authors of
high-impact research papers obtained post-graduate education in a Five-Eyes country, the CCP’s 2017 Cybersecurity
Law and 2021 Data Security Law mandate that all data stored in China—yplus all foreign data pertaining to Chinese
national security—must be transferred to the CCP.*' Research and development in China cannot be shared with
foreign actors and is exported only under strict controls. As a result, American and other foreign innovators receive
fewer reciprocal benefits from their U.S.-China collaborations, slowing the global pace of innovation and giving
Beijing the upper hand.” Foreign critical technologies are categorized as national security assets and used for military
purposes in violation of U.S.-China trade agreements, leading to U.S. tariffs in 2018 and 2023.”
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Asymmetric Steps

Xi Jinping sanctions the use of “asymmetric steps” to realize his technonationalist ambitions. Derived from normative
Marxist beliefs about rectifying imperialist and capitalist exploitation, “asymmetric steps” comprise both the licit and
illicit activities that enable weaker states to overcome the advantages of the West.** Examples of this “whole nation”
approach include cyber operations, technology transfer programs, poaching technical experts from U.S. firms and
universities, and economic espionage, among other grey-zone activities.”” The impact of Chinese economic espionage
on the U.S. economy has been conservatively estimated at $320 billion annually.*

CHINESE TECHNOLOGY TRANSFER FLOW
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Figure 2. The CCP transfers technology and expertise from its firms and institutions to its defense and security agencies.

China’s Civil-Military Technology Pipeline

The Chinese Communist Party grants itself the right to transfer indigenous intelligence technologies from all
commercial activities in China.”’ Critical ICT—including artificial intelligence expertise and proprietary technology—
is seized and designated a national security asset (fig. 2). In addition to providing strategic economic advantages, this
ICT is utilized by The People’s Liberation Army, Ministry of State Security, and Ministry of Public Security to facilitate
international mass surveillance as well as domestic mass incarceration, forced labor, and “re-education” programs
targeting Uyghur and other ethnic minorities.

American technology companies operating in or seeking to access the Chinese market do so at significant risk to their
proprietary technologies and to U.S. national security. It is impossible to guarantee that high-tech intellectual property
will not be seized by the CCP, enabling it to benefit from the technological advantages held by the United States while
bypassing the research and development costs that would otherwise be incurred. Despite this, technology companies
continue to comply with new restrictions to access Chinese markets. To facilitate state adoption of its Windows 10
operating system, Microsoft entered a joint venture to modify the software in 2016.* In 2018, Google attempted to
develop a censored Chinese search engine but had to cancel the program due to security and privacy concerns.” In
partnership with Alibaba in 2023, Meta modified its AI model Llama2 to “adhere to the core values of socialism” and
“not generate incitement to subvert state power, overthrow the socialist system, endanger national security and
interests, damage national image, incite secession, [ot] undermine national unity and social stability.””’
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The Impact of State-Owned Enterprises

As Chinese firms receive preferential treatment in state financing and subsidy regimes, it is financially lucrative and
logistically preferable to partner with state-owned enterprises (SOE) that facilitate civil-military fusion avoid adverse
effects on commercial operations. In some industries, such as telecommunications, partnering with domestic
enterprises is the only option for foreign firms to enter the Chinese market.

g

The State-Owned Asset Supervision and Administration .
Commission (SASAC) oversees China’s major industries and Y

invests in strategic economic sectors, including bioengineering,
critical minerals, and artificial intelligence. The largest economic
entity in the world, SASAC governs 97 state-owned enterprises with
$30 trillion in combined assets.” SOEs under SASAC receive
preferential lines of credit, increased public sector investment, and
greater legal protections than private enterprises. In return, Beijing =g = Tl 1§

requires its SOEs to support its defense institutions and further its S8 | Shonsansn)einnraras

national security and development strategies.

Due to the size and centralization of SASAC, American technology 7;4 SAC Xibianmen Office mﬂm m b ‘ N 5 09F7

companies seeking to access the Chinese market must choose

between partnering with private firms whose market penetration is federally restricted and whose freedoms are
increasingly limited or large centrally owned entities that support the CCP’s national security regime, including its
mass surveillance and incarceration of ethnic minority populations (fig. 3). As a result, President Donald Trump and
President Joe Biden each signed executive orders limiting investments in government-controlled and dual-use
enterprises, including SOE partners of large American firms.”

Case Study 1: China’s Regulatory Minefield

In 2013, the private enterprise VNET Group, Inc. (VNET) became Microsoft’s exclusive operator of Cloud
computing platforms in China. VNET limited CCP interference by registering as a holding company in the
Cayman Islands, where it wholly owned and controlled Chinese telecommunications subsidiaries.”

In 2016, the CCP announced that foreign investors were prohibited from owning or controlling domestic
telecommunication services. VNET complied by drafting exclusive contracts with the firms it had previously
managed, reducing the tisk of proprietary data transfer by holding 100% of its subsidiaties’ equity interests.*

In 2021, the CCP prohibited foreign-based entities from owning more than a 50% equity interest in any PRC
company engaging in value-added telecommunications businesses.” VNET and Microsoft were now limited
in their ability to mitigate the intrusion of the Chinese state into VNET's operations and, by extension,
Microsoft's proprietary technologies. However, VNET restructured again to comply with the new regulations
by reducing its equity intetest in its subsidiaties and vatiable interest entities.”

In 2022, the CCP’s revised Cybersecurity Review Measures granted the CAC the authority to conduct
cybersecurity reviews of ICT companies operating in China for national security purposes, including those
based abroad.” The CCP did not specify which national security issues were grounds for review, granting
itself broad authority to investigate, freeze, and seize ICT at any time and at its own discretion. If firms find
new loopholes, they are likely to be closed by the state. As VNET’s 2023 annual equity filing states,
“government authorities have broad discretion in interpreting and applying PRC laws and regulations. .. which

may not be published on a timely basis or at all, and which may have a retroactive effect.””
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U.S.-China Artificial Intelligence Partnerships

Through research, investment, sales, and other ventures, foreign firms wittingly and unwittingly facilitate the CCP’s
civil-military fusion program. As illustrated in Case Study 1, even private firms willing to frequently and significantly
alter their business model to accommodate their Western partners are unable to protect them from state interference.
The following sections explore how American technology corporations enable the transfer of advanced and dual-use
ICT services to China’s security apparatus.

Microsoft Corporation

Microsoft is a major supplier of technology services to the U.S. government, receiving over $404 million from the
Department of Defense in 2022.” In addition to Al development, it oversees the Navy’s Flank Speed enterprises, the
DoD Joint Warfighting Cloud Capability, and the Defense Information Systems Agency’s Top Secret and other
classified data.”” Considering its strategic partnerships with Lockheed Martin, Raytheon Technologies, and Oshkosh,
Microsoft has access to the U.S. military’s most critical defense technologies and intelligence.

RISK VS RETURN OF CHINESE BUSINESS ENTITIES Microsoft also has deep historical ties to China’s Al

industry.” China is the second-largest market for
Microsoft’s ICT; through its cloud platform Azure
PRC and its SOE partner China Mobile, over 900
million Chinese subscribers receive most of the same
Al tools as those in the United States.* This includes
those designed by ChatGPT creator OpenAl, which
does not operate in China directly.” Over 10,000
employees in China—atleast 3,000 of which focus on

State-Owned Enterprises g &

Domestic Private Enterprises

LEGALLY MANDATED

Chinese-Foreign Joint Ventures

Offshore Holdixg GRIEES Al development—provide an extensive and strategic

Research Institutions interface for the import of American Al knowledge

and experience to the Chinese state.* Microsoft plans
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Representative Offices Unlike its Windows 10 agreement, Microsoft’s
_ artificial intelligence exports in China are cutting-

) edge to compete with state-sponsored competitors.*

POTENTIAL RETURN ON INVESTMENT

These technologies are implemented in what
Fioure 3. Tradeoffs between access to martkets and tech transfer risk in China.

Microsoft calls “specialized fields,” including
security, defense, and intelligence. One partner, China Electronics Technology Group Corporation (CETC), uses
Microsoft's Cloud Al to engineer national military and civil ICT systems used in the oppression of Uyghur
minorities.”” Another, China Telecom, supports Al-empowered mass surveillance technologies and services in
Xinjiang, which led to widespread cuts in mobile services for Uyghurs in 2015.* In 2019, it was discovered that
Microsoft had worked with a Chinese military university to research Al used for surveillance and censorship, enabling
the transfer of Al-empowered software, hardware, and other dual-use technology to Beijing in the process.”

In 2018, Microsoft signed a strategic partnership agreement to bring advanced Al and machine learning capabilities
to the PRC's top drone manufacturer, Shenzhen DJI Innovation Technology Co. (DJI).” Microsoft Azure's Al and
machine learning was integrated with DJI hardware to “provide real-time data transfer and turn vast quantities of
aerial imagery and video data into actionable insights,” ostensibly for commercial use.”’’ In February 2022, the
Washington Post uncovered multiple state- and defense-backed investments in DJI, despite the company’s claims to
the contrary.” In October 2022, the U.S. government sanctioned DJI for its obfuscated ties to the Chinese military.”
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Case Study 2: Research and Development Trojan Horses

China has thirty national artificial intelligence research institutions.”* Some, like the Ministry of National
Defense Artificial Intelligence Research Centre and Unmanned Systems Research Centre, overtly develop
Al applications for warfare. Others are ostensibly academic. According to its website, the Beijing Academy
of Artificial Intelligence (BAAI) is a “non-profit, non-government, neutrally positioned” research institution
envisioned by Zhang Hongjiang, former managing director of Microsoft Advanced Technology Center, to
“benefit people and the planet.””

According to Chinese media reports, however, BAAI was created by the Ministry of Science and Technology
and the Beijing Municipal Government under the CCP’s Zhiyuan Action Plan.”® The Action Plan, which
also funds the Shanghai World AI Conference headlined by Elon Musk and Jack Ma in 2019, was introduced
to absorb foreign expertise and innovation into the Chinese state and reduce brain drain of Chinese scientists
abroad by creating attractive facsimiles of American-based research labs and conferences.”’

The CCP’s strategy is working. In a 2019 Twitter post, Meta Vice President and Chief Al scientist Yann
LeCun supported BAAI by stating, “The Beijing Academy of Artificial Intelligence publishes Al ethics
guidelines. Yes, the protection of individual privacy is mentioned.””® He has since been an invited guest
multiple times, and as of 2023, BAAI funders include Microsoft, Linux, and OpenAL”’

As a result of American financial support and expertise, Microsoft President Brad Smith noted that BAAI
was only months behind Microsoft and Google in April.*’ Speaking at BAAT’s annual conference in June,
OpenAl CEO Sam Altman declared that “China has some of the best Al talent in the world.”*" Noting its
abundance of funding, one journalist praised the BAAI for “avoiding commercial propaganda or gimmicky

forums aimed at advertisers...despite the presence of renowned companies in the Al indutstry.”62

Amazon Web Services

Amazon Web Services (AWS) is the primary artificial intelligence and cloud computing provider of the U.S.
Department of Defense, receiving over $20 billion in contracts in 2022.” It simultaneously maintains several high-
impact contracts with Chinese government partners. For example, Ningxia Western Cloud Data Technology Co.,
which is partially state-owned and partnered with U.S.-sanctioned Beijing Highlander, provides Amazon’s services,
including its Machine Images Deep Learning technology, to Zhongke Guangqi Space Information Technology Co.
(CAS Space).” CAS Space provides remote sensing and satellite services for Chinese state and defense agencies and
holds national records for satellite deployment, making it a lucrative business partner for an American Al firm.”

Providing courses and training in artificial intelligence and web service provision helps AWS carve a niche for its Al
products in China. One of its academic partners is the training base for the Xinjiang Production and Construction
Corps (XPCC), a paramilitary organization sanctioned by the U.S. government for its ties to human rights abuses in
Xinjiang.” While ties to the CCP are frequently obfuscated to provide plausible deniability for sponsorship of abuses
(fig. 4), XPCC’s work includes “poverty alleviation” and “patriotic education”—terms used to refer to the forcible
relocation, internment, and indoctrination of Uyghur and other ethnic minorities in China.

Another AWS partner, Nanjing Keji Data Technology Co, Ltd (KGDATA), provides cognitive intelligence
application services to military end-users under its “Al+National Defense Military Industry Solution” program. " Its
“full-cycle, graph-based intelligence application” was listed on the AWS Marketplace, and has “served dozens of
government and military industries, major state-owned enterprises, and science and technology agencies” such as the

68

PLA’s National University of Defense Technology and SOE China Airspace and Science Technology Corporation.
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Meta Platforms, Inc.

Despite its products being banned in China since 2009, Meta has repeatedly attempted to court Chinese markets
through significant investments in research, start-up funding, and partnerships with CCP entities. Despite not directly
operating in China, Meta businesses and supply chains are embedded within the country, and Facebook’s ad revenue
is increasingly dependent on Chinese investors selling to the international market.”

Company founder and CEO Mark Zuckerberg has expressed criticism of the CCP’s data policies and its ongoing
intellectual property theft—yet Meta has been aggressively trying to break into the country since 2015, illustrating
how the appeal of China’s large domestic market offsets its security risks to American firms.” In 2018, Meta financed
a $30 million dollar subsidiary in Hangzhou, which lasted six days until its approval was rescinded and its existence
censored by the CCP.” Two years later, Zuckerberg stated that Meta and Beijing “could never come to an agreement
on what it would take for us to operate there, and they never let us in” and that “it is well documented that the
Chinese government steals technology from American companies.””” Meta’s consumer electronics hardware remains
manufactured in China, despite reported attempts to diversify into Taiwan and Italy.”

Despite acquiring firms with U.S. military Al contracts, Meta retains deep connections with Chinese Al researchers
working with the CCP.™ Meta Vice President Yann LeCun has co-authored multiple papers on attificial intelligence
with Professor Ma Yi from the Tsinghua-Berkely-Shenzhen Institute.” Ma, who also teaches at the University of
California Berkeley, served as a senior advisor to the Bytedance Research Lab in Silicon Valley from 2017 to 2020.
Bytedance Ltd. developed TikTok in China in 2016 and maintains strong ties to the Chinese Communist Party. Ma is
also a distinguished scholar of the Thousand Talents Program, where he served from 2015 to 2017.” Overseen by
CCP intelligence organizations, this program recruited professionals with access to overseas dual-use intelligence and
pressured them to betray their nation in exchange for money or status in China.”’

CHINA'S Al CHAIN OF COMMAND

Politburo Standing Central Military

PiEIEs Committee Commission
| | .
Peoples'
Central Secretariat Paolitburo Liberation Army

cCcpP Academy of Military Strategic Support
Central Committee Sciences

State Council

Fignre 4. Most industry alliances and universities in China are directly governed by CCP offices.
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Case Study 3: The Economic Espionage Cover-Up

Technical and industrial bottlenecks prevent China from attaining global leadership in multiple critical
sectors. Chinese leaders are cognizant of the need to reverse brain drain and facilitate indigenous technology
development but were historically reticent to cede control of these activities to non-state enterprises. As a
result, the CCP tasked its Ministry of State Security with conducting hundreds of economic espionage
operations targeting American and European technology firms to transfer proprietary documents, patents,
and physical prototypes directly into the state’s security apparatus.

The Ministry’s heavy investment in espionage operations culminated in its United Front Work Department
Thousand Talents Program (TTP) in 2008.”® The program attracted technical experts from Five-Eyes
countries with experience in ICT and other strategic sectors to China, ostensibly for awards, research grants,
or academic collaborations. In reality, the Thousand Talents Program incentivized participants to steal trade
secrets, break export control laws, and violate conflict-of-interest policies in exchange for wealth, status, or
other rewards in China.” The Federal Bureau of Investigation published these findings in 2018 and as a
result, the U.S. Senate Permanent Subcommittee on Investigations and Committee on Homeland Security
and Governmental Affairs designated these programs a threat to U.S. national security one year later.”

After this controversy, the CCP removed American TTP members from official websites and rebranded the
program as the “High-end Foreign Experts Recruitment Plan.”®' The rebranding signaled a shift to more
obfuscated means of technology transfer that, combined with continued economic espionage against the
U.S., has paid substantial dividends for the state. Ongoing partnerships with American and European ICT
companies provide more opportunities than ever for licit and illicit activities to support CCP objectives.

Oracle Corporation

Oracle, the cloud provider for TikTok's U.S. operations, has built extensive artificial intelligence infrastructure
throughout China and is deeply embedded in its public institutions.* Until it was sanctioned in 2019, Oracle
maintained multiple collaborative agreements with major PRC enterprises such as Huawei and Tencent, through
which it provided data services and facilitated artificial intelligence transfer to PRC government and state security
entities.*’ Oracle remains a top U.S. Department of Defense contractor, securing up to $9 billion in grants last year.**

As reported by The Intercept in 2021, Oracle provides artificial intelligence software that allows Chinese police to

>

conduct facial recognition and “criminal prediction,” or the use of artificial intelligence technologies to predict
whether someone is likely to commit a crime.” Government entities in Xinjiang, including the paramilitary XPCC,
still use this and other Oracle artificial intelligence tools to conduct mass surveillance and incarceration.” In response

to the report, Oracle executives stated that Oracle is not responsible for the misuse of its software and services.”’

On its Chinese website, Oracle claims to maintain 24 offices throughout the PRC. Simultaneously, an announcement
on its American website claims that its customers include “all five branches of the U.S. military” as well as NASA, the
Department of Commerce, and the Central Intelligence Agency.*® Despite the high risk of the CCP obtaining data
belonging to the U.S. military apparatus through its data transfer regulations governing Oracle, cloud computing
technology was left out of the Biden administration’s November 2022 ban on artificial intelligence exports to China,
leaving American defense technology and intelligence vulnerable to CCP penetration.” In August 2023, the Biden
administration's Executive Order on Al Investments authorized the Secretary of the Treasury to regulate U.S.

investments in Chinese artificial intelligence, including cloud computing technology, which may close this loophole.”
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The Risks of China’s Intelligent Security

In 2023, the Chinese Communist Party utilizes foreign artificial intelligence for surveillance, mass incarceration, forced
labor, and “re-education” initiatives aimed at minority groups, political dissidents, and the general populace. American
and multinational corporations create artificial intelligence applications used by Chinese state security and military
entities, granting the CCP access to nearly identical software and hardware employed in United States government
and military infrastructure. If left unchecked, these innovations in the hands of China and other adversary states will
facilitate an erosion of democratic values, undercut global innovation, and destabilize international security.

To meet these goals and establish command and control over the global intelligence landscape, the CCP:™

1. Siphons foreign investment and expertise to bolster domestic research and development.
2. Integrates commercial Al innovations into its civil-military infrastructure through Civil-Military Fusion.
3. Exports Chinese Al technologies to states and leaders that share China’s ideology and goals.

Autonomous Aerial Combat

American Al chips and software integrated within Chinese Unmanned Aerial Vehicles (UAV) grant the CCP an edge
in both intelligence and warfare. Al-empowered CPI systems sold internationally improve radar performance by up
to 46% and can instantaneously collect and share data with foreign ICT installations.”” Seven Chinese firms have
tested autonomous vehicles in California using these capabilities, exposing American civilians to surveillance risk.”

In combat, Al-empowered UAVs perform reconnaissance, jamming,
obfuscation, and attacks at a fraction of the cost and risk of manned
vehicles. Traditionally, military personnel program drone targets and
flight paths; smart drones, however, make autonomous targeting
decisions and rapidly adapt to factors such as weather conditions, air
pressure, and aerial defenses.” While carrying heavy firepower can be
challenging due to tradeoffs in weight and endurance, loitering UAV's
can use lightweight or self-destructive munitions.” These drones, 2
originally developed in Israel with American defense funding, L _

continue to be supplied to China despite ongoing sanctions.” U.S. Navy remote flight operations. Photo by Juan Sua.

Smart drones do not need to be cutting-edge or military-grade to enact devastating attacks. Modern Chinese models
reflect similar specifications as the 2009 Wing Loong I, which is still in use across Egypt, Libya, and Yemen.”” While
technologically inferior to their American counterparts, the Wing Loong II and III offer substantial cost savings and
increased payload capacity.” These improvements have likely been bolstered by ongoing espionage activities that their
SOE developer, China Aerospace Science and Technology Corp, has been implicated in since 2011.”

Adopting cutting-edge Al is often a simple matter of purchasing or replicating American products. Drones developed
by Microsoft partner CETC and operated by the People's Liberation Army operate in coordinated groups known as

1 100

“swarms” utilizing an Al chip based on an imported American model.™ Jammers are ineffective against some of

these UAVs, and recently installed U.S. aerial defense systems may not be fast enough to take them down.""

Exemplified in widespread use of DJI UAVs on both sides of the Ukraine war, even hobbyist Chinese drones can
facilitate surveillance and reconnaissance and be modified to carry munitions and explosives.'”” In July, the Office of
the Director of National Intelligence declared that China had shipped more than $12 million in drones and drone
parts to Russia since its invasion of Ukraine, with independent auditors estimating these sales to be $32 million.'”
The resulting controversy prompted the CCP’s first export controls on civilian drones on both sides of the Ukraine
war, despite these drones contributing to ongoing destruction and loss of life in Yemen, Iraq, and Myanmar.'"*
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Disinformation Brigades

Information warfare enables the Chinese Communist Party to exert greater control of its population and fight
perceived “separatist movements” in Tibet, Taiwan, and Xinjiang. The Central Propaganda Department and United
Front Work Department engineer whole-of-government influence campaigns to covertly promote CCP leaders and
ideologies and undercut competing global narratives."” In a practice called astroturfing, thousands of false and
impersonated individuals, organizations, and entities mimic grass-roots campaigns that influence both Chinese citizens
and Americans."”” In 2017, it was estimated that out of the 80.4 billion social media posts in Chinese online

communities in 2013, 448 million were likely from state agents masquerading as domestic and foreign citizens."”

Foreign Al enables the CCP to enhance and broaden these
campaigns. Programs trained on videos of celebrities, officials, and
citizens can obscure state actors behind realistic virtual masks for as
little as $30."" These tools have already been used by the CCP to
create “deepfakes” of Americans criticizing the U.S. and lauding the
Chinese state.'” In the future, Al will be able to autonomously create
highly divisive propaganda and misinformation campaigns that
exploit search engine algorithms for maximum reach and impact.""”

As state-sponsored entities are exempted from China’s Al

regulations, no oversight mechanism governs these activities.""'

A deepfake of Russian President V ladamir Putin.

Strategic Warfare Planning

Artificial intelligence algorithms will eventually provide a decisive advantage in both short-term battlefield tactics and
long-term warfare strategy. The human brain processes an estimated 11 million bits of information every second and
considers about 40 simultaneous parameters when making decisions.'”” ChatGPT-3 processes 500 billion bits and
considers 175 billion parameters to generate its outputs.'” While processing speed and input volume do not directly
correlate with reasoning ability, Al's potential to exceed human cognition makes it a critical military investment.

Like other complex technologies, strategic algorithms increase potential points of failure on the battlefield. The
success of Al integration within China’s warfare planning capacity is unknown, as the People’s Liberation Army has
never engaged in a contemporary combined arms operation."* However, Al products trained on U.S. military data
may anticipate challenges that Chinese strategists would otherwise overlook. Nearly all of the PLLA’s military Al chips

are designed by U.S. defense contractors, granting China indirect access to U.S. military expertise and intelligence.'”

Domestic and International Surveillance

China’s “sharp eyes” surveillance regime is the most sophisticated in the
world.""® Facial recognition cameras have been installed in Xinjiang
mosques since 2018."7 In 2021, the Henan government expanded these
activities to track journalists, international students, and women traveling
illegally.""® In 2022, over 50 similar contracts had been filed by different

provinces.'"” Facial scans are stored in a database with details such as hair
type, facial expressions, social status, gender, religion, and ethnicity."*’

Surverllance cameras in Hong Kong. Photo by Steve Webel.

Chinese Al-empowered technologies also covertly infringe upon U.S. sovereignty. Over the past five years, China has
injected eavesdropping equipment within American cellphone towers, cultural installations, and naval ports.'!
Surveillance operations have also been discovered in Cuba, Hawaii, Guam, and New York.'” As a result of American
advances in semiconductor and battery technology, miniaturized surveillance cameras will soon be undetectable
without sophisticated equipment, enabling broad surveillance of U.S. citizens.
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Cyber Attacks

The data China collects through mass surveillance is used to conduct malicious operations. In 2015, Chinese hackers
stole 22 million security clearance files and 5.6 million fingerprints from the U.S. Office of Personnel Management.'”
In May 2023, CCP-sponsored hackers planted malicious scripts within ICT infrastructure in Guam.'* China has not
executed a destructive cyber attack on U.S. soil, but the Director of National Intelligence’s 2023 Threat Assessment
found that it is capable of doing so, with critical infrastructure like pipelines and rail systems particulatly at risk.'*

According to Wired, Chinese military-grade Al is being repurposed to conduct cyber-crimes against American
citizens."”® Deep learning algorithms trained on security clearance data can identify those with access to classified
intelligence and target individuals who may be susceptible to spear-phishing campaigns. If successful, these activities
could inject situationally-aware and adaptive Al malware into U.S. network systems and critical infrastructure.'”’

Strategic Recommendations

As all U.S.-China partnerships are vulnerable to militarization, targeted controls are insufficient to mitigate the risk of
technology transfer. Conversely, widespread controls across multiple sectors may invite retaliation and cut off critical
supply chains. To maintain leadership in Al without granting America’s adversaries access to proprietary intelligence,
the U.S. government should lock down military Al invest in strong defenses, and promote ethical Al development.

Control Proliferation of Military Artificial Intelligence

Legislative loopholes allow American Al developers to bolster China’s defenses, transferring U.S. government-funded
military technology and expertise in the process. Some are simultaneously tasked with protecting classified intelligence,
making them double targets. To cut the technology transfer pipeline, Congress must investigate the enmeshment of
American cloud storage and Al contractors within China’s Al ecosystem. As artificial intelligence is digitally stored,
leaving it vulnerable to duplication and theft, AI with warfare capabilities should be federally classified. Finally, firms
should be required by law to watermark and encrypt their dual-use Al software to deter unauthorized access.

The U.S. government must consider China’s expansive intelligence ecosystem when making contractual agreements.

To prevent military and dual-use Al from reaching foreign adversaries, American defense contractors cannot be

permitted to operate within China’s critical technology ecosystem. As the CCP grants itself the right to poach all

foreign data in the name of “national security,” clauses in DoD contracts should prevent defense contractors from
g Vs %

engaging in Al collaborations with CCP-sponsored partners regardless of intent or place of origin.

Multinational companies and arms exporters can help devise new mechanisms to prevent misuse of Al technologies.
However, as the tradeoffs for firms differ from those of the U.S. government, policymakers should give greater weight
to recommendations from impartial experts and researchers. As demonstrated by the responses of large tech
companies when faced with increasingly restrictive market conditions in China, the economic potential of large foreign
markets often overpowers these firms’ commitment to U.S. national security.

Invest in AI-Empowered Technological Defenses

Many Al-empowered military technologies in use today are offensive in nature. Innovations designed to penetrate,
plan, and act autonomously tend to outpace technologies designed to prevent and defend against attack. As the private
sector continues to develop new offensive and dual-use Al capabilities, the Department of Defense must make
proportional, private investments in defensive Al that can counter weapons China may access through international
markets. Three domains can leverage the global innovation landscape while ensuring protection from outside threats:

1. Spatial computing: Spatial awareness is critical to protect the U.S. from foreign threats. Al programs
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integrated within satellites and other ICT installations can scan both the physical and digital landscape to
attribute intrusions and rapidly alert authorities, making it difficult for adversaries to obscure their activities.
2. Smart infrastructure: Resilient ICT infrastructure absorbs social, digital, and physical shocks in the event
of disruptions such as cyberattacks, infrastructure hacks, and phishing attempts. Education and training
should be provided to at-risk groups on how to prevent penetrations and defend against attacks.
3. Counter-adversarial defenses: Smart software identifies and repairs network vulnerabilities and gaps before
adversaries can exploit them.”” Defensive Al capabilities, such as air defense systems, should be developed

alongside their offensive counterparts to ensure sustained protection from Al-empowered weapons.

Promote Ethical and Inclusive AI Development

As China’s operatives often target small states where the U.S. has installations, the U.S. and its regional partners must
navigate the technological landscape together to forge strong defenses. The Department of State should extend cyber
defense, counterintelligence, and technical translation assistance to smaller U.S. partners and non-aligned states to
bridge information gaps and enable informed decision-making on the risks of working with the CCP. Allies should
be trained to identify eavesdropping and other covert penetrations within their defense systems and infrastructure.

Wittingly or unwittingly, Chinese-foreign partnerships enable CCP access to American technologies and intelligence.
In addition to bolstering China’s military capacity, these partnerships jeopardize international security when Chinese
firms sell military equipment on to operators in Russia, Iran, North Korea, and Syria."” The DoD should work with
Five-Eyes and NATO countries to promote responsible global proliferation of artificial intelligence and prevent China
from circumventing sanctions through other foreign partnerships. Articulating a global commitment to Al ethics in
military applications and engaging with like-minded states supports responsible use of new defense systems and
presents non-aligned states an alternative to China’s exploitative partnerships. International agreements on strong
standards for Al safety, testing, and auditing can mitigate misperceptions and prevent unintended escalation.

Conclusion

In Jack Levy’s 1984 Offensive/ Defensive Balance of Military Technology, he states that “dominant weapons in the pre-nuclear
era were used primarily for the defeat of adversary armed forces, whereas the most advanced weapons in the nuclear
era are used primarily for coercion and bargaining.”" China’s shift to Al-empowered watfare threatens to usher in
an era where the most advanced weapons are not used to defeat armed forces, nor for coercion or bargaining, but to
attain strategic victory without the need for conventional weapons at all.

CCP access to U.S. military expertise, innovations, and intelligence threatens more than our economic prosperity. If
American companies and allies continue to supply military-grade Al to China, Xi’s “intelligentized warfare” could
facilitate a global shift to more clandestine and manipulative means to obtain political ends. The geopolitical
consequences of an authoritarian regime with revisionist objectives extending its authority across the Indo-Pacific and
beyond are difficult to overstate. In the short term, China could meet its objectives in Taiwan, Xinjiang, and Tibet. In
the long term, a transition to fifth-generation warfare would have broad implications on global influence and authority
structures, undercut democratic principles and human rights, and alter the creation of international norms and values.

Artificial intelligence will continue to surpass full understanding, but it should not surpass American defenses. The
first step is to investigate and sever the ties that bind the Chinese state to American innovation vanguards. Next,
Congtress should enforce rigorous ethical standards in Al functionality and proliferation. Finally, the Department of
Defense must close gaps between offensive and defensive Al capabilities so that the CCP is unable to employ
American offensive technologies against the United States and its allies. Tomorrow’s weapons of war are being created
in the U.S. today, and it is up to our democracies to ensure these weapons are used responsibly.
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