Russian Electronic Warfare
A Growing Threat to U.S. Battlefield Supremacy
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In this Report:

Acknowledging shortcomings in its performance during the 2008 Russo-Georgian
War, Russia has concentrated on ways to improve its capabilities. Russia’s military
modernization after the conflict effort has prioritized areas where Russia can attain an
asymmetric advantage over potential foes, including electronic warfare.

Russia’s electronic warfare capabilities are already being used to degrade the performance
of American forces in Syria. America’s focus on counterterrorism operations has

allowed American capabilities in the field of electronic warfare to atrophy. In the face
the increased threat posed by Russia, the United States must focus on improving its
electronic warfare capabilities.

Interact:

Join our discussion on Twitter with the hashtag #ASPRussia

Discuss electronic warfare with the author on Twitter at @Patrick] MSmith
Learn more about ASP at @amsecproject

IN BRIEF

e TFollowing failures of Russian electronic warfare efforts during the 2008 Russo-Georgian
War, Russia has concentrated on sharpening its capabilities in the electromagnetic spectrum.
Today, many observers and defense officials stated Russia’s ability to engage in electronic
warfare is superior to that of the United States.

e After the Cold War, the United States military largely discontinued its electronic warfare
programs. In recent years the United States has been involved in conflicts where its mastery
of the electromagnetic spectrum is largely uncontested.

e The conflicts in Ukraine and Syria have demonstrated the importance of electronic warfare
in Russian military operations. During these conflicts, American supplied equipment and
U.S. forces are being challenged on the electromagnetic spectrum by Russia.
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e Inresponse to the challenge posed by Russian forces, the United States has begun to pursue
its own efforts to enhance its electronic warfare capabilities. Both the Department of Defense
and Congress have identified electronic warfare as an area where America needs to improve.

e Enhancing America’s electronic warfare capabilities will be a long-term project that will
require more than just increased enthusiasm. Making progress in the field will require a
concerted and deliberate effort.
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Patrick Smith is a Master’s Student at the Josef Korbel School of International Studies. He
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What is Electronic Warfare?

Electronic Warfare (EW) has been described as the “art of the invisible,” since it utilizes the invisible parts of the
electromagnetic spectrum that are used to send signals that are detected by machines.! EW has several roles. EW
consists of protective measures designed to maintain access to the spectrum, offensive measures that degrade or
deny an adversary’s access to the spectrum, and supportive measures that identify and store emissions to protect
access to the spectrum or develop plans to deny access to the enemy.? The reliance on the electromagnetic spectrum
by modern militaries to communicate, provide situational awareness, disrupt, and coordinate means that access to
it is critical to the operation of modernized militaries.

A Changing World

The evolution of Russian EW is especially important as the United States turns to deal with new threats. For
nearly twenty years, the U.S. military has been largely involved in conflicts against terrorists and non-state groups.
However, this focus on countering violent extremism is beginning to change. The Summary of the 2018 National
Defense Strategy declared that, “[i]nter-state strategic competition, not terrorism, is now the primary concern
in U.S. national security.”® The 2017 National Security Strategy (NSS) signaled this change of focus when it
stated, “after being dismissed as a phenomenon of an earlier century, great power competition has returned.” In
particular, the NSS acknowledged Russia is seeking to regain its great power status.” These statements reflect a
fundamental shift in the strategic priorities of the United States.

The shift to an emphasis on great power competition will require substantive changes in how the U.S. military
operates. In the most recent conflicts, the United States has found itself largely fighting groups of non-state actors.
These groups generally lack the resources, technology, and personnel available to the types of large states involved
in great power competition. The United States has become accustomed to conflicts in which its superiority in these
areas was assured. However, in the event of great power conflict these advantages can no longer be assumed.

The NSS is not alone in drawing attention to Russia. In 2016 Major General Walter Piatt, the Army’s Rapid
Capabilities Office (RCO) operations director at the time, identified Russia as a more pressing threat than China
because of its aggressive behavior.® In its preparations to compete as a global power, Russia has developed several
niche capabilities to provide it with an asymmetric edge.” According to a 2019 RAND report, air defense, electronic
warfare, and indirect fire capabilities are areas where Russia’s military has emphasized quality and quantity.®

A Brief History of Russian EW

According to Russia, it has engaged in EW for more than a century. The Russian term, radioelektronnaya borba
(literally translated as “radio-electronic combat [or struggle],” reflects the period during which the phrase originated
in the beginning of the 20™ century.” Russia’s modern EW forces trace their roots back to the Russo-Japanese
War. The “Day of Radioelectronic Warfare” is held on April 15%, the date Russia first used EW in 1904 to
disrupt communications of the Japanese Navy forces coordinating the shelling of Russian targets.'” Russia’s early
adoption of electronic warfare was followed by continued interest in developing the military’s capability to use the
electromagnetic spectrum.



Opver the course of the century, EW became an increasingly integral part of the military. In 1956, the Soviet Union
activated its first communications and radar jamming battalions in branches throughout the Armed Forces, and
in the 1970s Soviet EW became a force used to suppress enemy assets and systems.'' EW continued to occupy
Russian military thinkers even after the fall of the Soviet Union. The use of EW by the U.S. military during the
First Gulf War helped heighten Russian interest in the field. Indeed, during the 1990s, American EW usage during

the conflict became a “recurring theme” in studies by Russian General Staff officers.'?

However, despite this interest, Russia’s EW capability and effectiveness were found wanting when tested in combat.
When Russia’s EW was used during the 2008 Russo-Georgian War, its capabilities were limited." In the conflict,
Russia’s electronic warfare was not sufficiently effective to suppress Georgian air defenses, cover advancing forces,
and create jamming zones.'* These failures were a wakeup call for Russia, making it aware of the shortcomings
within its forces and how they were employed. Following the war, Moscow pursued an ambitious campaign to
reform and modernize its forces. It committed to a target of 70% new or modern content within its military
inventory."”

Rumors of Russian Capabilities

Much has been made of Russian electronic
warfare (EW) capabilities. For instance, in
2014 a Russian SU-24 aircraft made repeated
passes near the USS Donald Cook.'® According
to Russian media, during this encounter
with American forces the pilot of the Su-24
demonstrated the prowess of Russian EW.
Russian reporting claimed that once spotted,
the pilot “switched on the equipment, and
powerful radio-electronic waves deactivated the
whole ship’s systems.”"” The reporting assigned
fantastical abilities to Russian EW, which would
allow it to prevail in a conflict without even

shooting. The story, however, was nothing more

The USS Donald Cook was the alleged target of a Russian EW attack,

but no evidence of electronic warfare against the ship is apparent.
equipment allegedly used has admitted it is a U.s. Navy photo.
»18

than propaganda. Even the manufacturer of the
“nothing but a newspaper hoax.

While Russian claims about its EW capabilities in this instance were untrue, it doesn’t mean the U.S. can write off
the threat posed by Russian EW. On the contrary, there is plenty of credible evidence that the U.S. should take the
threat quite seriously. Western experts acknowledge Russia has developed “killer capabilities” in the field of EW."
Recent events demonstrate that EW plays a critical role in how the Russian military operates. Russia has seriously
invested in its EW capabilities, and its use of EW seems to indicate that much of this investment yielded practical
advantages. Russian EW capability in Ukraine has been described as “eye-watering” by the former commander of
U.S. Army Units in Europe.” Indeed, some note Russian EW weapons are superior to American ones in several
respects.?!
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Why is Russia so Interested in EW?

One reason that Russia is so focused on EW is that it is a relatively cheap way of diminishing an adversary’s
capabilities. The United States has a very capable military, but through EW, Russia can counter some of the
capabilities that make the U.S. military so effective. EW can target communications the U.S. uses to coordinate
operations in multiple domains, or it can disrupt or degrade the navigation systems used by U.S. forces to locate
themselves and identify targets for precision guided munitions (PGMs). In addition to making it harder to fire on
them, EW could also allow Russian forces to identify targets for its rocket artillery batteries. This is an important
capability as Michael Kofman, a research scientist at CNA, has noted, “The Russian military is incredibly good at
killing things if it can find them, but it always historically struggles at seeing on the battlefield”*

Russia views its array of EW systems as “force enablers and multipliers.” In a struggle against a highly advanced
foe like NATO, EW could help to level the playing field. Indeed, Russia’s interest in boosting its capabilities
originated in an effort to asymmetrically challenge the more vulnerable member states on the alliance’s periphery
and maximize the chances of success in an operation against eastern NATO members before the alliance could
organize a coordinated response.” Based on its recent experiences, Russia believes EW assets could double land
forces’ combat potential, diminish the air force’s losses by six-times and naval losses by three-times.” If these
estimates are correct, EW could act as a potent asymmetric tool.

EW also appeals to the Russian military because it believes it has applications not only for air defense, but also
psychological operations and cyber warfare.”® The Russian military perceives war today as becoming increasingly
driven by the information modern militaries require to operate. The adage holds that armies march on their
stomachs, but, today, modern militaries rely just as much on data feeds. In this environment, Russia thinks EW
can play an integral role in a holistic approach to warfighting. EW can also play a role in Russian anti-access/area
denial efforts (A2/AD), where EW can be used as a “stand-off weapon” that “can turn areas falling within [its]
range into strategically and operationally isolated ‘bubbles.””” In these roles, EW can become a significant tool.
Strategically, the deterrent value of EW could convince foes to not engage in combat against Russia due to the
prospect of a degraded communication environment or other complications.

Modernization Efforts

EW has occupied an important position within the
broader modernization of Russia’s military. Laurie Moe
Buckhout, a retired Army colonel with a specialization in
electronic warfare, observed that Russia has “redone and
reengineered [its] entire EW fleet in the last 20 years,” and
poured millions into upgrading its EW capabilities after the
conflict with Georgia.?® Through this investment, Russia
aimed to create “a total package” of EW capabilities able
to cover a broad frequency range.”” During this process,
more than a dozen systems were tested and evaluated.”
Now, Russia has deployed a diverse array of EW systems

including the Krasukha, Leer-3, Moskva, and Murmansk- - ‘
BN.3! The Krasukha system is one of the EW platforms Russia

has developed. Photo source: Russian Ministry of Defense.




Russia’s development of its EW capabilities hasn’t been confined to research and procurement. There were sweeping
changes in how this equipment was produced, integrated within the Russian military, and how EW specialists
are trained. In 2009, production of the equipment was changed when a loose collection of domestic companies
involved in the manufacturing of EW systems were integrated into the holding company known as Concern
Radio-Electronic Technologies (Kontsern Radioelektronnye Tekhnologii—KRET).?* In terms of force structure,
Russian EW has a more organic presence within the military. For instance, Russian EW battalions have been added
to combined-arms brigades.?® In addition to changing production and force structure, emphasis was also placed

on training personnel to engage in EW. Efforts to transform EW educational and training systems are expected to
34

include simulators, Magniy-REB training complexes, and an Integrated Training and Learning System.

Russian EW on Display: Ukraine and Syria

Ukraine has provided a proving ground for the EW capabilities
Russia developed. An International Centre for Defence and
Security report on Russian EW lists ten different Russian EW
systems deployed in Donbas, such as the RB-341V Leer-3,
RB-301B Borisoglebsk-2, R-330zh Zhitel, Torn, and R-318T
Taran.® These systems have been put to use in both kinetic and
non-kinetic operations.*® Russia has employed its EW assets
in a myriad of ways. For instance, Russia has been applying

EW to psychological warfare by identifying Ukrainian soldiers

and sending text messages saying things like “Leave and you
will live.”?” While the effectiveness of this tactic is unclear, it "

demonstrates that Russia is using EW to do more than just jam The Leer-3 is one of the Russian EW systems that
the enemy. has been deployed in Syria. Photo credit: Vitaly V.
Kuzmin. CC License Attribution-Share Alike 4.0

Russian EW has also been used to support kinetic operations in Ukraine. Using its EW capabilities, Russia has
managed to disrupt the Ukrainian military’s communications equipment. This has led Ukrainian soldiers to rely
on their cellphones to communicate. While Russia uses EW to jam some communication, it also used EW tools to
intercept enemy communications and triangulate Ukrainian forces to target them with rocket artillery.*® Russian
EW efforts also managed to turn some technology used by the Ukrainians against them. Due to jamming and
hacking, Ukrainian forces found U.S. supplied Raven RQ-11B drones more of a liability than an asset. An advisor
to the Ukrainian military noted the drones were no longer in use on the front lines because, among other things,
they allowed the enemy to see Ukrainian military positions.*’

Syria has also been a showcase of Russian EW capabilities. For instance, a drone swarm attack provided an example
of how Russia can use its EW assets to effectively deal with the threat posed by the militarization of small drones.
In January of 2018, a swarm of 13 drones carrying explosive fragmentation munitions was directed at Russian
forces, and Russia’s Ministry of Defense claimed EW systems forced at least six of these drones to land at certain
locations.® The ability of Russia to neutralize these drones shows how effective Russian GPS spoofing attacks can
be. There are indications GPS spoofing is being used more broadly in the country. Russian EW equipment, which
can send out false GPS signals 500 times stronger than genuine ones, also appears to be disrupting the GPS of

civilian flights in Israel.*!


https://www.vitalykuzmin.net/Copyright-policy
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Since both the United States and Russia have been active
in Syria, the country has also provided the opportunity to
see the relative strength of Russia’s EW. The Syrian conflict

% zone has been described as “the most aggressive EW
!) ' environment on the planet” by Gen. Raymond Thomas,
the former commander of United States Special Operations
Command.*” Operating in close proximity to the Russians,
American forces found themselves continually tested in the
electromagnetic spectrum. Gen. Thomas noted that everyday

Russia is “knocking our communications down.”® So far,
events indicate Russian EW is somewhat effective against
the U.S. military. Russia has successfully jammed some U.S.

drones, even some with encrypted signals and anti-jamming

Russian supplied EW tech in Ukraine turned the Raven 9

RQ-11B into a liability. U.S. Army photo. receivers.

The Atrophy of U.S. EW Capabilities

Unlike Russia, until recently the United States allowed its EW capabilities to atrophy in the wake of the Cold
War. After the Cold War, much of the U.S. military’s EW forces were disbanded.” Since then, the United States
largely hasn’t had to operate in a demanding EW environment. The role of EW in the wars in Afghanistan
and Iraq has been limited. The use of EW has also been largely defensive. The majority of U.S. EW activity in
these conflicts has been directed at interfering
with IEDs to protect American troops. The
U.S. didnt engage in offensive EW until
recently. Efforts to shut down enemy radios
to prevent communication only began later in
the conflicts.® A notable exception has been in
conflicts with state level actors. For instance,
in the 2011 military intervention in Libya
EW played a crucial role in jamming Libyan
air defense radar to give “free rein” to NATO
fighters and bombers.*

Since the involvement of EW in the conflicts
in Afghanistan and Iraq was limited, there
didn’t seem to be much need to further develop
American capabilities in the spectrum. This

EA-18G Growler aircraft played a key electronic warfare role in the
changed, however, when the United States yibyawar. U.S. Navy photo.

began to see what Russia was doing in EW.

After witnessing the effectiveness of Russian EW in Ukraine and Syria and its integral role within Russian forces,
U.S. officials became alarmed at the surge in Russia’s capabilities. Recognition of the EW capabilities of near-peer
adversaries like Russia sparked a critical examination of America’s own. James Faist, Director of Defense Research
and Engineering for Advanced Capabilities at the Department of Defense, acknowledged that “we’ve just lost so
much capability.”*® A more dire assessment by Alan Shaffer, now Deputy Under Secretary of Defense Acquisition

& Sustainment, stated the U.S. had “lost the electromagnetic spectrum.”*
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Charting a New Path Forward

The prospect of conflict in the electromagnetic spectrum with a near-peer adversary like Russia requires some
change in the way the U.S. military operates. Now that we are aware of the potential gulf between Russian
and American capabilities, we can work to address the issue. Unfortunately, working to regain dominance in
the spectrum may require substantial effort. William Conley, former Director of EW, remarked that we have
found ourselves in this situation due to “25 years of inattention,” and that we “will get out of it with 25 years of
attention.” That seems like a long time, but rebuilding U.S. EW is an endeavor that will require serious effort and
attention. Despite trying to move quickly to address EW disparities, a report found that at the current pace the
DoD will need at least a decade to address the gap between American capabilities and those of Russia and China.”!

Since the United States is embarking on an undertaking that may last a decade, it is important not let the urgency
overtake efforts to deliberately move toward the goal of achieving parity or dominance. Thankfully, the idea of
advancing American EW capabilities has been met with “a groundswell of enthusiasm.”* But, in a decades-long
process, achieving the desired outcome will take more than enthusiasm. While the DoD increased funding for EW
in fiscal year 2017, one report forecasts funding of the sector will stagnate in budgets after fiscal year 2020.% In
order to properly address the issue the U.S. needs to clearly understand where it wants to be, and needs a sustained
effort to get there.

Deciding what forms EW should take and how it will be used plays a major role in shaping an American effort
to advance in the field. America’s adversaries believe EW “is an important part of their offensive and defensive
arsenal,” while the U.S. has tended to treat it “as a combat enabler.”>* The United States needs to decide whether
it is going to adopt its adversaries perspective of EW, which focuses on it as an offensive and defensive tool, in
order to know where it is trying to go with EW. The United States needs doctrine and strategy to inform its
modernization efforts. It is important to acknowledge mainstays of American thinking, such as attaining air or
naval superiority depend on the electromagnetic spectrum (EMS). Rep. Don Bacon, an advocate of EW, has said
that “EMS is a physical domain that we have to have superiority [in] just like we do with air, sea, ground and space
and cyber.”> That seems like a good objective the United States can use to direct its efforts.

It seems like the various parts of the DoD are working toward achieving a consensus along those lines. While
bureaucratic issues may preclude the DoD from acknowledging the electromagnetic spectrum as an independent
domain, leaders have made clear leveraging the spectrum “is a priority for every department and every platform.”®
Individual branches of the military seem to be on the same page there. Unfortunately, the statements about
the prioritization of the EMS do not always seem to indicate leaders are pursuing the spectrum’s full potential.
Although Laurence Mixon, of the Army’s Program Executive Office for Intelligence, Electronic Warfare and
Sensors, indicated the EMS operations would range “from strategic down to tactical,” his statement emphasizes
these operations would work to “enable all of our forces to communicate and maneuver effectively.”” As the
United States moves toward a consensus on the importance of the EMS, it must not pigeonhole EW into a role
that is entirely supportive.

The U.S should not neglect the process between envisioning the type of EW capabilities to which it aspires and
how these plans are to be actualized. While the United States should urgently work toward superiority in the
EMS, it shouldn’t let that force us to work haphazardly. Fortunately, in 2015 the Pentagon created a new high-
level council to direct its EW programs.®® This should help direct the shape of the growing EW programs and the
spending on them.
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However, things aren’t working as well as one might hope. A report found that while spending increased, additional
funding was not focused “on the most important new technologies and programs needed to gain an advantage in
the EMS.” This indicates the United States hasn’t been using its resources properly. In the FY20 budget request,
the Army requested nearly $2.4 billion more than it had planned to spend during the period according to budget
documents from spring 2018.%° Proper planning should have prevented such an unexpected increase in requests
from occurring.

Transforming America’s Approach to EW

Getting American EW capabilities where they need to be will also require changes in how the DoD conducts
R&D, how equipment is procured, how force structure is organized, and how U.S. military forces operate. Again,
all these changes should have their roots in America’s EW strategy. Therefore, it is important the United States
continually work on this strategy and keep it up to date. In October, Congress asked the Pentagon to update
its EW strategy, which at that point was two years old.®" Considering the expense and effort that are involved
in modernizing the United States’ EW arsenal, the DoD should be updating its strategy on its own instead of
responding to requests from Congress. The expense and scope of change involved in modernizing the DoD’s EW
requires the help of Congress, and it should be working more proactively to maintain that body’s support.

In terms of research, development, and acquisition, the U.S. seems to be moving in the right direction. The
neglect of EW means that developing and procuring EW systems is a priority. It’s tempting to try to answer the
problem using massive and long-term investments in a limited number of systems. So far, however, there has
been some resistance to this typical approach. Instead, there has been a push for a more flexible approach. The
defense industry has been advised to prepare for rapid-prototyping that would allow for progress.> Alan Shaffer,
deputy undersecretary of defense for acquisition and sustainment, spoke of resisting a “one-size-fits-everything”
approach and getting away from “linear large scale” acquisitions.®> The U.S. should strive to follow this course of
development so it can develop a variety of assets capable of addressing several different situations and reacting to
further developments in Russian EW.

The U.S. needs to follow the Russian example and more deeply integrate its EW forces across the different branches.
Fortunately, this is also an area where the U.S. has made significant progress. Recent efforts to grow American EW
forces in the Army brought the number of troops assigned to the spectrum from 813 in 2015 to 940 in 2018, a
15 percent increase.®* While this increase in the number of EW troops is important, so is the way these troops are
being deployed within the force structure. These EW troops are being integrated into the army at every echelon,
from brigades to divisions and corps.® Similar developments can also be found in the other branches. Gen. James
“Mike” Jones, Commander, Air Combat Command, described restructuring within the service as pursuing a
“distributed electronic warfare strategy.”®

Finally, U.S. forces will need to change how they operate in the field. The U.S. military can no longer to afford to
operate the same way it did in Afghanistan and Iraq. American superiority in all domains can no longer be taken
for granted. Russia’s ability to challenge and disrupt operations in Syria has proven American forces will be required
to operate on battlefields where superiority in all domains is contested. Our forces need to become sensitive to
their footprints in the EMS. Russia’s ability to use American-supplied drones against the very Ukrainian forces
operating them demonstrates that we need to be wary of how some of our less defended assets can be used against
us. The Ukrainian conflict has also shown that American troops need to be aware of the vulnerability created by
something as simple as carrying their cellphones.®’

7



To become accustomed to the additional challenges created by an environment where the EMS is contested, the
U.S. military needs further training. Major training exercises should realistically portray how EW can be used
against American forces. In our exercises, “[w]e've got to stop wishing it [our EW shortcomings] away” according to
a Marine at US Strategic Command.®® In order to deal with things like the potential failure of modern navigational
devices during EW, sometimes training will need to restore a knowledge of more antiquated skills. Efforts to return
to teaching skills like celestial navigation to Navy officers are valuable and need to be continued and expanded.®

Conclusion

The threat posed by Russian EW isn’t as dire as it is portrayed by Russian propaganda, but the gap between Russian
and American operations in the EMS needs to be taken seriously. In the wake of its conflict with Georgia, Russia
engaged in a concerted effort to modernize its forces, especially in niche areas like EW. The success Russia enjoyed
in the EMS recently has been the result of a determined campaign to advance capabilities in an area where they can
be strategically valuable. Russia viewed EW as a “force enabler” and “force multiplier,” and it used these concepts to
advance EW in ways to asymmetrically challenge the U.S. and NATO. While American EW atrophied following
the fall of the Soviet Union, this situation can be rectified. Russia’s ability to turn from its failures in Georgia to its
position of relative strength shows such an effort can succeed. The United States must articulate a clear vision of
where it wants to go in terms of EW, and the efforts it is making to modernize its EW arsenal need to continue.
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The American Security Project (ASP) is a nonpartisan
organization created to educate the American public and the
world about the changing nature of national security in the 21st
Century.

Gone are the days when a nation’s security could be measured
by bombers and battleships. Security in this new era requires
harnessing all of America’s strengths: the force of our diplomacy;
the might of our military; the vigor and competitiveness of our
economy; and the power of our ideals.

We believe that America must lead in the pursuit of our common
goals and shared security. We must confront international
challenges with our partners and with all the tools at our disposal
and address emerging problems before they become security
crises. And to do this we must forge a bipartisan consensus here
at home.

ASP brings together prominent American business leaders,
former members of Congress, retired military flag officers,
and prominent former government officials. ASP conducts
research on a broad range of issues and engages and empowers
the American public by taking its findings directly to them via
events, traditional & new mefia, meetings, and publications.

We live in a time when the threats to our security are as complex
and diverse as terrorism, nuclear proliferation, climate change,
energy challenges, and our economic wellbeing.  Partisan
bickering and age old solutions simply won’t solve our problems.
America — and the world - needs an honest dialogue about
security that is as robust as it is realistic.

ASP exists to promote that dialogue, to forge that consensus, and
to spur constructive action so that America meets the challenges

to its security while seizing the opportunities that abound.
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